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Executive Summary 
This whitepaper promotes the safe and responsible adoption of Artificial Intelligence (AI) 
capabilities within the financial sector, by focusing on the importance of sound data 
management practices when leveraging AI. Deriving inspiration from the food industry and the 
widely recognized nutrition labels, Data Nutrition Labels (DNL) aim to help standardize and 
enhance the transparency and explainability of datasets used for AI systems within the financial 
sector. This paper proposes a two-tiered approach, Foundational and Enhanced, that supports a 
more structured approach to increase the transparency and explainability of data quality 
evaluations in the financial sector. This approach also acknowledges the varying levels of data 
management maturity observed across the financial sector. In addition, this paper outlines the 
importance of establishing clear roles and responsibilities, while recognizing some of the 
challenges that may arise throughout the adoption and implementation journey for each 
organization. DNLs offer financial institutions an additional mechanism to support AI 
explainability, enabling them to integrate these tools in ways that align with their business 
objectives, data management practices, and AI strategies. 
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Purpose 
The purpose of this paper is to recommend a more structured approach for the evaluation of 
data quality as it relates to artificial intelligence solutions (AI) solutions in the financial sector, to 
support increased transparency and trust in the use of AI. The rapid integration of AI and 
Generative AI1 (GenAI) across all industries further emphasizes the importance of having 
transparency and standards for the quality of data used for AI solutions. More specifically, 
GenAI’s effectiveness and trustworthiness are significantly affected by the quality of the data, 
both structured and unstructured, used by the Large Language Model (LLM) or Small Language 
Model (SLM) powering the solution. Lack of standards, transparency, and quality surrounding 
the use of data for GenAI systems can negatively impact the outcome, resulting in ineffective 
and potentially inaccurate GenAI systems. 

The pace at which AI capabilities are advancing provides an opportunity to collaborate and drive 
industry standards that can support enhanced explainability, transparency and results from AI 
systems. Increasing the explainability of AI systems can help financial institutions accelerate 
adoption by removing ambiguity and identifying risks while ensuring the prudent use of the 
technology and alignment with federal and state, and international regulatory standards and 
guidance. 

The integration of data nutrition labels (DNLs) for financial institutions can support three main 
objectives: 

1. Internally Focused: Ensuring the appropriate level of observability in data supply chains 
to support confidence and trust in leveraging AI and GenAI capabilities (near-term). 

2. Industry Collaboration: Driving standards across the sector to support enhanced 
transparency and explainability of AI and GenAI systems (medium-term). 

3. Increase Customer Confidence: Increase transparency and explainability in the use of AI 
and GenAI capabilities to enhance consumer confidence in Financial Institution’s 
products and services (long-term). 

This paper is a deliverable of the Financial Services Sector Coordinating Council’s (FSSCC) 
Artificial Intelligence Explainability and Data Nutrition Label workstream. 

 

 

 
1 “Generative Artificial Intelligence (AI) is a system of algorithms or computer processes that can create novel output in 
text, images or other media based on user prompts.”  
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Introduction to DNLs 
The concept of a DNL is not novel, as it mirrors the well-established framework of food nutrition 
labels. For example, in 2018 the DNL project was established and aimed to replicate the success 
of food nutrition labeling by providing transparency and standardization into the “health” of 
datasets used for AI systems (Data Nutrition Project, n.d.). Similar to the manner in which food 
nutrition labels revolutionized transparency into the food industry, DNLs have the opportunity 
to drive a similar outcome for financial institutions’ governance and approach for the use of AI 
in a prudent and safe manner. 

The adoption of food nutrition labels in the United States parallels the potential for use of DNLs 
within the financial sector. The United States Department of Agriculture (USDA), established in 
1862 to protect and improve America’s food supply (Food Safety and Inspection Service [FSIS], 
n.d.) has provided oversight and supported the evolution of food industry standards and safety 
protocols that continue. Examples include the Pure Food and Drug Act of 1906 (“The Wiley 
Act”), which prohibited the manipulation or misbranding of food and drugs for human or animal 
consumption. The law also required that food and drug labels be accurate and not mask 
inferiority or impurities that would cause potential harm upon ingestion (U.S. Food and Drug 
Administration [FDA], n.d.). 

Improvements to the food and drug industry continued throughout the twentieth century, 
which saw the establishment of the FDA in 1931 (Food Safety and Inspection Service [FSIS], 
n.d.). Increased attention to food safety resulted in subsequent Acts and laws being passed or 
amended to ensure the safety of the food supply, which continues today. 

The evolution of food nutrition transparency and safety illustrates the ability of transparency to 
support a shift within an entire industry from reactivity to proactive transparency, trust, and 
safety. The DNL concept applies the same logic and construct to the financial industry’s use of AI 
by codifying dataset “ingredients” (provenance, scope, and sampling, akin to serving size), 
flagging “allergens” (sensitive attributes and downstream use constraints), quantifying “daily 
values” (quality, completeness, bias, drift, and stability metrics), and stating “freshness dates” 
(currency, lineage, and refresh cadence). DNLs operationalize governance at the point of data 
use. For financial institutions, this standardization can augment current model risk management 
frameworks, auditability, and consumer protection by making dataset health and transparency 
legible across organizations, vendors, and consumers. Just as food label became a common 
language for safety and quality, the DNL can become a sector-wide practice for prudent, sound, 
and fair use of AI and GenAI, which will serve to accelerate adoption while anchoring 
accountability and trust. 
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Given the pervasive nature of data and the increasing use of AI in society, coupled with existing 
regulatory oversight that financial institutions are subject to, the potential impact (positive) of 
tools like the DNL concept cannot be overstated. New legislation proposals continue to be 
brought forward, such as the “Artificial Intelligence Research, Innovation, and Accountability Act 
of 2024” which aims to establish regulatory requirements for increasing the transparency into 
GenAI systems and specifically highlights the characteristics of the data used for training and 
input into the system (U.S. Congress, 2024).  

Specific to the financial sector’s position of handling sensitive personal and financial data of 
customers, establishing standards that elevate the transparency of AI is paramount for ensuring 
continued trust and confidence in the products and services provided by financial institutions.  

DNLs remain a relatively new concept in financial services, particularly when applied to AI 
systems. Frameworks, standards, and best practices are still evolving and will mature as firms 
gain experience and regulatory guidance becomes formalized. As the sector continues to 
experiment and learn, the DNL approach must remain flexible, adapting to new technologies, 
evaluation methods, emerging risks, and the practical realities of enterprise implementation 
and consistency. 

Real World Application of DNLs 
Beyond the financial sector, DNLs are gaining traction with various organizations and governing 
bodies. As previously discussed, the rapid pace and breadth at which AI capabilities are being 
deployed have created an increased need for transparency, accountability, and standardization. 
This accelerated pace of development and integration creates an opportunity for DNLs to be a 
practical mechanism to enhance trust and mitigate risk, in a standardized manner. 

Initiatives such as the aforementioned Data Nutrition Project and organizations such as Google, 
NVIDIA, IBM, and Twilio have embarked on similar journeys to support increasing the trust, 
transparency and explainability of AI solutions. 

Specifically, NVIDIA has been developing “Model Cards” that provide transparency into key 
characteristics of machine learning and other models for both technical and non-technical 
consumers. Beginning in 2019, the publication of “Model Cards for Model Reporting” 
introduced a structured approach to enhancing transparency with AI and machine learning 
development, particularly given the pervasive use of these models across critical industries 
(Mitchell et al., 2018). 

In a similar vein, Twilio also introduced the concept of “AI Nutrition Facts” to promote greater 
transparency in the development and deployment of AI models and solutions. The goal was to 
help address the proverbial “black box” that seemingly plagues AI solutions, specifically aiming 
to provide visibility into how data is used to train LLMs (Nutrition Facts AI, n.d.). Twilio’s efforts 
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have also been referenced in a 2024 report from the National Telecommunications and 
Information Administration on Artificial Intelligence Accountability, which provides research on 
responsible, safe, and transparent use of AI (National Telecommunications and Information 
Administration [NTIA], n.d.). 

With continued advancements in AI capabilities, increased transparency and accountability 
surrounding the use of data for AI solutions is needed for the prudent and responsible use of AI 
across all industries.  

Benefits of DNLs and Supporting AI Explainability (XAI) 
DNLs help people understand how AI works by making the data behind them more visible. By 
highlighting and defining dataset characteristics and behavior, DNLs reduce the sense of a “black 
box” and build trust for customers, colleagues, and supervisory teams in financial institutions 
that use these technologies (Zodage, Harianawala, Shaikh, & Kharodia, 2024). 

Just as consumers interpret food labels without specific nutrition education, DNLs support 
business leaders, risk partners, and frontline staff to identify important characteristics about the 
data that underpins an AI system without needing to be a data scientist or data expert. 

As financial institutions expand their use of AI, questions continue surrounding how outputs are 
produced and how they impact customers and internal teams. Explainability helps to drive 
confidence (internal and consumer), regulatory alignment, and responsible decision making in 
high-stakes environments. The DNL framework offers a pragmatic way to support explainability 
by providing structured, transparent insights into the datasets that underpin model 
development and monitoring. When institutions align DNL foundational and enhanced 
ingredients with recognized explainability principles, they create an opportunity to narrow the 
gap between technical complexity and human comprehension. This manifests by breaking 
down, what is at times, opaque processes and language surrounding data quality, movement, 
and integrity and providing a more digestible view into the characteristics of a dataset. The 
result can lead to a more consistent approach to dataset transparency that further aids internal 
data management practices and can strengthen external trust. 

How DNLs Help People Understand and Govern 

• Improve dataset transparency: DNLs document key attributes, collection processes, and 
intended uses so that stakeholders can understand the data that powers AI systems. 

• Reveal limitations and risks: Labels can surface gaps, biases, and quality issues 
supporting teams to make informed decisions and plan mitigations. 
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• Support audits and reviews: Clear, structured documentation streamlines and supports 
oversight by compliance, risk, and internal audit teams. 

• Enable traceability: DNLs provide enhanced documentation and insights into data 
sources, supporting the ability to identify how specific inputs may have influenced final 
results. 

• Make comparisons easier: Standardized disclosures help teams compare datasets and 
identify divergences, strengths, and exposures. 

• Strengthen accountability: Documented provenance, assumptions, and constraints 
reinforce accountability for AI system behavior and customer impact. 

Why Explainability Matters to People 

• Trust and compliance: Explainability supports the confidence of customers, colleagues, 
executives, and supervisors, and it underpins regulatory compliance. 

• Managing opacity: Many AI systems, more specifically GenAI, are not directly 
interpretable, so explainability can act as a practical control to support the safe use and 
responsible outcomes. 

In addition to supporting explainability, DNLs can help enhance transparency by documenting 
how, when, and where data may be legally, contractually, and ethically used. Through structured 
and consistent dataset documentation, DNLs can provide compliance teams and business 
leaders with a practical, plain language approach to assess whether data aligns with 
organizational policies and potentially regulatory requirements. This transparency complements 
existing governance frameworks and reinforcement of responsible data practices. 

Well-governed, well-curated data protects both customers and the institution, and DNLs can 
assist by surfacing critical details such as provenance, collection methods, and usage 
boundaries. Given the heightened stakes in financial services, institutions can benefit from tools 
that support bias identification, issue mitigation, and confirmation that a dataset is fit for 
purpose before it powers an AI solution. 

By adopting DNLs, organizations can standardize how they increase visibility into dataset 
characteristics and behavior. Teams can identify potential risks before development begins, 
reduce rework from inconsistent or unfit data, and deliver results that better serve customers 
and internal stakeholders (Holland et al., 2018). 



8 
 

Core Components of DNLs 
As referenced, DNLs offer an approach that provides insight into the construct of a dataset prior 
to the development of AI systems. Research and development efforts for DNLs continue to 
evolve, as demonstrated by the incremental advancements made by the Data Nutrition Project. 
With these enhancements informed and supported by ongoing research and feedback from 
industry experts and practitioners. They offer valuable insight into the challenges and 
complexities associated with improving the explainability of unique datasets, particularly in the 
context of AI systems. Feedback received within the Data Nutrition Project can be summarized 
into three main points:  

A. A single dataset cannot be relevant to all consumers 
B. Time constraints and lack of expertise to address underlying issues in a dataset 
C. Use Case Bias: Practitioners often have a narrow focus when evaluating a dataset for use 

This feedback further highlights the importance of the use of DNLs in successful integration and 
use of AI capabilities, agnostic of industry. (Chmielinski, et al, 2022). 

When considering adoption, it is essential to consider the varying levels of maturity that 
financial institutions may exhibit as they begin their journey with AI. 

For that reason, a two-tiered Data Nutrition Label provides a foundational level of transparency 
to support identifying initial risk, bias, and dataset health, along with an enhanced tier that 
provides further insight into datasets with more complex characteristics, such as unstructured 
data. 

A core element of the two-tiered approach is that it allows financial institutions, regardless of 
their data management maturity or staff expertise, to adopt and benefit from the DNL. 

Foundational Tier 

The foundational tier was designed to support traditional machine learning and deterministic AI 
models, drawing on core data management practices that should be consistent across most 
financial institutions. These ingredients provide a practical approach to assess a dataset’s key 
characteristics, supporting AI developers, data owners, and business sponsors’ confidence that 
the data meets baseline standards before it’s ingested into a model or AI solution. 

To reinforce this consistency and support broader interoperability, institutions should also 
consider aligning foundational requirements with recognized data publishing standards. 
Standards such as common metadata formats, interoperability protocols, and documentation 
requirements help establish that dataset characteristics are internally transparent and 
acceptable across external organizations and vendors. Incorporating these practices can 
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strengthen regulatory compliance and make the DNL framework more practical by aligning well-
known standards and guidance that integrate into existing governance processes. 

The Basel Committee on Banking Supervision highlights that sound data quality is the 
foundation for digitalization projects and warns that poor source data is a root cause of 
downstream issues. Common taxonomies and tools that improve consistency and accuracy, 
along with scalable and adaptable data architectures such as well-designed data lakes, are cited 
as critical enablers for meeting the needs of internal and external stakeholders (Bank for 
International Settlements [BIS], 2021). 

The table below depicts the foundational ingredients, along with a description, and approach to 
a proposed calculation, scoring range, and weighting. It’s important to note that the scores and 
potential weightings are intended as a complementary input for data owners or the AI 
developer to use while developing a use case. The intent is not to have the scores be punitive 
for the data owner, developer, or business owner of the AI System. These attributes facilitate a 
baseline assessment of the underlying ingredients, supporting a standardized approach for 
determining whether a dataset is fit for a given AI use case. Financial institutions implementing 
the foundational tier may assess ingredient weightings and scoring based on their existing data 
management practices.  

 

 
*Illustrative, subject to evaluation and modification by the implementing financial institution 

As noted above, research and development efforts for DNLs continue to evolve, and 
implementation of frameworks like the DNL will continue to evolve as firms continue with their 
adoption of AI. 
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Enhanced Tier 

While the foundational tier offers a traditional lens grounded in core data management and 
machine learning practices, the enhanced tier shifts focus to characteristics that are more 
relevant to the development of AI systems. This tier emphasizes the importance between 
managing structured and unstructured data and introduces critical concepts such as the 
presence of data labels, the data sampling strategy, and the application of train, test, and 
validation splits. These elements provide financial institutions with deeper insight as they work 
to strengthen AI governance and navigate the added complexities associated with GenAI 
systems. 

The enhanced tier supports explainability and enables a consistent, scalable assessment 
framework that accommodates varying levels of data maturity and AI use case sophistication. It 
is structured around five ingredient categories that span data collection and validation: 
Motivation, Composition, Collection, Preprocessing, and Maintenance. Each category includes 
targeted questions designed to surface dataset characteristics that are not captured in the 
foundational tier. 

Although the enhanced tier incorporates expert judgment, its value lies in the standardized and 
repeatable approach it offers for evaluating datasets. This approach aligns with practices 
commonly used by financial institutions, which balance structured documentation with 
professional review. By making assumptions, limitations, and lifecycle controls explicit, the 
enhanced tier reinforces AI explainability, transparency, and standardization. 
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Benefits of Leveraging Enhanced vs Foundational Ingredients 
Adopting the foundational tier independently or by implementing both the foundational and 
enhanced tiers together will further support explainability and its associated benefits. The 
enhanced tier, however, offers distinct advantages. It supports increased transparency, 
strengthens explainability, and introduces a higher level of rigor in documentation by capturing 
context around motivation, collection methods, preprocessing decisions, and maintenance 
practices. 

In the same manner that dietary guidance varies depending on age, organizations with different 
levels of data management maturity and risk tolerance require different degrees of structure 
and assessment. Financial institutions with established governance, infrastructure, and 
processes (more mature) are better equipped to meet the more comprehensive requirements 
of the enhanced tier. However, the application of a risk-based approach should continue to 
underpin the application of enhanced risk management requirements. For example, a financial 
institution would consider the risk level of the use case that the AI system would support when 
determining which DNL tier would be appropriate. 

Institutions earlier in their journey (less mature) or delivering lower risk use cases can derive 
immediate value from the straightforward disclosures provided by the foundational tier. This 
maturity and risk aligned pathway allows firms to begin with the foundational tier, demonstrate 
value, and scale to the enhanced tier as capabilities and use cases evolve to support more 
advanced dataset assessments. 

The foundational tier supports the delivery of transparency and direct insight by offering a 
consistent view of basic data types, volume, refresh frequency, and general data quality. This 
level of transparency is well suited for evaluating and deploying less complex AI use cases, 
where the associated risks and potential harm are typically lower. 

Larger financial institutions and global systemically important banks (GSIBs) may require more 
detailed insights and advanced controls for AI use cases, depending on the function or service 
the AI system is intended to support. For example, these institutions often manage more 
complex projects, such as anti-money laundering, fraud detection, and direct customer support. 
As with the food nutrition analogy, these organizations require more advanced “nutrition” 
information to achieve optimal, risk mitigated outcomes. 

Current guidance from the Office of the Comptroller of the Currency (OCC) via the Model Risk 
Management Handbook establishes the importance of including a rigorous review of data 
quality, data relevance, and fit for purpose assessment of all data used for model development ( 
OCC, 2021). While this guidance remains relevant for the adoption of AI capabilities, the 
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evolution of these capabilities and the accelerated pace of integration require continued 
engagement with regulatory agencies regarding best practices in this area. 

Acknowledging the variety of use cases and data management maturity levels across the 
financial sector is critical when evaluating the viability of the DNL framework. The 
implementation and maintenance of the enhanced tier could potentially create an economic 
and/or employee skillset constraint that may limit the adoption to larger financial institutions. 
Recognizing this potential barrier led to the creation of the two-tiered approach. Smaller 
financial institutions can leverage the foundational tier, while more mature organizations, with 
greater resources and higher risk use cases, can adopt both the foundational and enhanced 
tiers. 

Roles and Responsibilities 
According to The National Institute of Standards and Technology (NIST) AI Risk Management 
Framework, “Trustworthy AI depends on accountability. Accountability presupposes 
transparency.” (NIST, 2023). 

To drive accountability and sustainability of DNLs within the financial sector, clear roles and 
responsibilities are critical for success. In alignment with the two-tiered approach (foundational 
and enhanced), these roles and responsibilities should reflect the understanding that 
accountabilities will vary across organizations, depending on how they deploy, govern, and 
maintain the DNL framework. 

Clear roles and responsibilities are essential for financial institutions across all operational 
activities, however when ensuring the prudent and responsible use of AI, this becomes critical. 

There are two central roles to support the successful adoption of the DNL framework, data 
owner and AI developer.  However, it is also important to acknowledge the role that the 
business owner (e.g., AI system business sponsor/owner) and Model Risk Management (MRM) 
will play, depending on the organization. 

Data Owners: 

Data owners should be accountable for the identification of authoritative data sources, and the 
determination of which data source is the authoritative source for each ingredient. According to 
a McKinsey survey, 24% of respondents cited the lack of available data as a barrier to the 
adoption of AI capabilities (McKinsey & Company, 2023). This highlights why the role of a data 
owner is critical to ensure that data is discoverable, reliable, and accessible. To ensure this, data 
owners should: 
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• Ensure Governance Over the Dataset: Overall quality, integrity, and security of their 
datasets. This includes enforcing and adhering to internal data governance policies as 
well as and existing regulatory expectations, such as the General Data Protection 
Regulation (GDPR) for personal data handling. Which states in Chapter 4, Article 24, that 
the controller shall implement appropriate measures to ensure processing is compliant 
with the regulation (GDPR Info, n.d.a). 

• Make Available Ingredients and Analysis Results for Each Ingredient: Detailed 
information for each ingredient within the dataset, including collection method, known 
issues or defects, and data refresh frequency. 

• Aggregation of the Ingredients into Nutrition Label: Ensuring all ingredients are 
accurate and available for inclusion into the DNL. 

AI Developers: 

The data scientists, or AI practitioners, who will be the primary consumer of the DNLs are 
accountable to ensure the selection of the dataset meets the requirements of the AI use case. 

AI developers should: 

• Ensure the Data is Fit for Use: Evaluate the contents of the DNL against the proposed 
use case to ensure it aligns with the intended use. 

• Proactive Risk and Bias Assessment: Assess the output from the DNL and ingredients to 
ensure the dataset is free from bias and/or does not contain documented issues or 
inconsistencies that would materially impact the performance of the AI system. 

• Informed Model Selection: Complete holistic assessment of the dataset to ensure 
comprehension of the dataset construct, aggregation, and origin. 

Designating the data owner and the AI developer as the central roles within the DNL framework 
does not exclude other stakeholders, such as the business owner of the AI system or MRM. 
Rather, this designation emphasizes that the DNL is grounded in the hands-on development and 
assessment activities required for prudent AI system development. The goal is for the DNL to 
become a practical, supportive artifact that captures dataset health, scope, and quality, and 
helps control risk within the development process, while still allowing for oversight from 
business and risk functions. 

With any development effort, the business owner must be explicitly informed of the benefits, 
risks, and limitations, associated with the data used. The DNL can support this by providing a 
more standardized approach to transparency on dataset health, including population coverage, 
quality checks, known biases, and usage constraints. This transparency will help business 
owners make decisions based on tangible evidence, while also maintaining oversight through 
their organization's change management framework. 
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Within financial institutions, the presence of MRM is codified, although the specific role MRM 
plays in validating AI will vary by organizational structure and the continued advancement of 
GenAI capabilities. Regardless of how responsibilities are allocated between MRM and other 
functions, organizations should evaluate how to integrate the DNL into existing governance 
mechanisms, including model inventories, validation protocols, and documentation standards. 
Where MRM review is required prior to deployment, aligning DNL artifacts to support existing 
MRM requirements can accelerate deployment readiness, and improve transparency by making 
data related assumptions and validations more consistent. 

Clear delineation of roles and responsibilities between data owners and AI developers is 
essential for the successful adoption of the DNL framework. Data owners should be accountable 
for the designation, completeness, and timeliness of authoritative data sources. AI developers 
should be responsible for selecting data that is fit for use, given the specific use case. By 
working together, and in partnership with business owners and MRM, these roles help support 
enhanced explainability, improve reliability, and foster greater organizational trust in AI. 

Implementation Considerations 
The implementation of DNLs in the financial sector for AI capabilities must navigate a complex 
set of challenges, including but not limited to strict regulatory guidance and expectations (state, 
federal, and international) as well as varying degrees of organizational maturity and readiness to 
adopt AI. Continued adherence to established regulations and guidance as well as identifying 
opportunities to adopt and influence new requirements is critical for the responsible adoption 
of AI. 

The development, implementation, and use of the DNL will largely complement existing 
guidance such as the OCC’s Model Risk Management Handbook and the Federal Reserve 
Board’s (FRB) Supervisory Guidance on Model Risk Management (Board of Governors of the 
Federal Reserve System, 2011), by enhancing the processes, oversight, and standardization for 
model development. 

When considering the implementation of DNLs there are four areas of focus that should be 
addressed to support successful adoption of the DNL with the use of AI. 

• Sustainability: Ensure the process to define, generate, and use the DNL integrates into 
existing development and governance frameworks to avoid confusion or redundancy. 

• Clear Expectations: Document and codify expectations within the firm’s standard 
governance protocols for how DNLs will be applied, including required actions when 
results do not meet standards. 

• Roles and Responsibilities: Define roles for AI developers, data owners, and governance 
functions to support proper oversight and execution. 
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o Additional Consideration: Define required actions if the DNL is not created or the 
results of the DNL do not meet standards. 
 

• Accountability and Performance Monitoring: Establish an accountability framework 
aligned with firm policies and procedures, ensuring roles and responsibilities are 
documented and enforceable. 

o Additional Considerations: 
 Incorporate measurable indicators, such as the percentage of datasets 

with a DNL or quality scores over time, to monitor adherence and drive 
intended behaviors. 

 Define escalation protocols for lack of adherence and/or poor-quality 
scores, ensuring consequences are consistent with the firm’s standards 
while maintaining a non-punitive, improvement-focused approach. 

Within the FSSCC’s AI DNL workstream, a consistent theme emerged around ensuring that DNLs 
do not become punitive or administratively onerous, unintentionally stifling innovation or 
adoption. 

To support this, financial institutions are encouraged to evaluate how the DNL can be integrated 
as an enhancement to their existing AI governance frameworks. This integration will support 
increased transparency in the development of AI capabilities and should also accelerate 
adoption by leveraging established governance and organizational structures. Financial 
institutions adopting the DNL should assess their current data management, MRM, and AI 
governance frameworks to determine the most effective way to realize the potential value of 
DNLs within their organization and governance structures. 

Financial institutions should avoid over-engineering the integration of the DNL into the MRM 
framework if it does not align with organizational policy and structure for AI evaluation. 
Specifically, organizations that do not incorporate AI system evaluation within their MRM 
framework may find it useful to assess the DNL during the initial intake or review of an AI use 
case. This flexibility further supports flexibility for financial institutions to implement their 
evaluation in a way that best aligns with their organizational structure. 

Building on this, guidance from the NIST Artificial Intelligence Risk Management Framework (“AI 
RMF”) playbook highlights the need to identify risks associated with a lack of control over 
dataset sourcing, testing, and evaluation. Measure 2.2 within the AI RMF provides guidance 
such as evaluating data representativeness, establishing thresholds and alert procedures for 
data within its context of use, and documenting procedures and processes that effectively 
mitigate data bias (NIST, n.d.). The AI RMF does not dictate where or how this evaluation should 
occur; instead, it offers organizations suggested actions and guidance for the prudent adoption 
of AI capabilities. 
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Successful adoption of DNLs for financial institutions is dependent upon positioning them as 
enhancements to existing practices and frameworks, versus as a standalone construct. Akin to 
OCC and Federal Reserve guidance on MRM, DNLs should be viewed as an augmentation, and 
where necessary, an evolution to current data quality, governance, and documentation controls 
to keep pace with advancing AI capabilities. To the extent possible, the DNL should integrate 
into these structures and support the clarification of accountability, decision rights, and 
handoffs across development, review, and deployment processes. By embedding DNL artifacts 
into established governance frameworks, such as model evaluations and standards, 
documentation templates, and change management, institutions can accelerate adoption, 
increase transparency, and drive sustained risk mitigation, ultimately improving trust in AI 
systems.  

Ultimately, each financial institution is best positioned to determine whether and how the DNL 
framework should be integrated into its governance structures to realize potential benefits. 

Tracking Adoption and Benefits of the DNL 

The ability to objectively and consistently track how well an organization adopts a framework is 
essential to the success of any program. If a financial institution chooses to integrate the DNL 
framework into its existing governance structures, it will be important to monitor both the 
adoption rate and the benefits realized. 

To support effective implementation, organizations should establish clear metrics to measure 
both adoption and impact. Below are five suggested metrics designed to track the progress and 
benefits of the DNL framework: 
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Expectations for Third Party Vendors that Provide AI Capabilities 

While many financial institutions may rely on third-party vendors who provide AI and GenAI 
capabilities to support operational needs and strategic goals, they must evaluate how these 
service providers will meet the transparency and explainability requirements related to AI 
capabilities. 

Navigating standards for regulated and unregulated parties (third party vendors) require 
significant investment and coordination from all involved (financial sector, technology/third-
party vendors, and regulatory agencies, etc.). However, there is precedent for achieving this. 
The healthcare industry underwent a rapid technology transformation with the introduction of 
electronic medical records (“EMR”) near the turn of the twenty-first century. Pointing to the 
ratification of the Health Information Technology for Economic and Clinical Health Act of 2009 
(“HITECH Act”), where authority was given to the Department of Health and Human Services to 
establish programs and standards for the prudent and safe use and adoption of technology 
across the healthcare industry. The HITECH Act also included standardization for how protected 
health information should be exchanged via electronic platforms. This regulation eventually 
supported the development of the Fast Healthcare Interoperability Resources (FHIR) framework, 
which enhanced the Health Level 7 (“HL7”) framework to facilitate the ease of exchanging 
information between provides, patients, payers, and third parties within the healthcare 
industry. (Office of the National Coordinator for Health Information Technology [ONC], 
n.d.a/b/c). 

Similar to the healthcare’s adoption of interoperability standards, the evolution of AI service 
FactSheets (“FactSheet”) offers a framework for standardization and increasing transparency 
with third-party vendors. FactSheets are not entirely novel and are informed by Supplier’s 
Declarations of Conformity (“SDoC”), widely used in industries such as telecommunications and 
consumer products to provide written assurance that a product or service conforms to specified 
requirements (Arnold et al., 2019). Just as the HITECH Act established a pathway for 
transparency and standard data exchange in healthcare, FactSheets aim to create a standardized 
mechanism for communicating the attributes of AI services, including purpose, performance, 
safety, security, and lineage (Arnold et al., 2019). While initially proposed to be voluntary, 
FactSheets are envisioned to mature into industry requirements, beginning with a period of 
collaboration between AI service providers and consumers to refine their structure and content, 
and ensuring balance between consumer needs and the flexibility for innovation by AI service 
providers (Arnold et al., 2019). 

As financial institutions rapidly pursue the adoption of AI, they can draw lessons from other 
sectors’ technological transformations, which demonstrate the value of collaboration, 
transparency, and trust. Highlighting these successes is not meant to understate the effort 
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required for industry-wide coordination; rather, they serve as exemplars for advancing 
technology responsibly. By establishing standards and committing to collective governance, the 
financial sector can scale AI responsibly. In this context, frameworks such as DNLs complement 
FactSheets by providing transparency at the dataset level. Together, these tools support 
consistent and transparent disclosures that drive trust and partnership between vendors and 
financial institutions. 

Regulatory Guidance 

With the rapid advancement and integration of AI into everyday life, there are targeted efforts 
to ensure and promote the responsible and safe use of these capabilities. The need to 
adequately control and mitigate risks that are implicit with the use of AI extends well beyond 
the financial sector. As such, regulations have been established globally to help control and 
mitigate for anticipated risks, while enabling industries to leverage the advancements in 
technology. 

GDPR: The standard for data protection in Europe defines seven principles that must be 
addressed when handling the personal data of European citizens (GDPR Info, n.d.b). Specifically, 
referencing Article 5 and the requirements for processing personal data: 

a) Lawfulness, Transparency, and Fairness 
b) Purposeful Limitation (only for legitimate purposes; nothing further) 
c) Data Minimization 
d) Accuracy and Staleness 
e) Storage and Retention of Personal Data 
f) Security of Personal Data 
g) Accountability (of Data Controller/Owner) 

The concept of DNLs can assist in interpretating how the GDPR established requirements for 
transparency, fairness, and accountability when handling personal data, inclusive of the use of 
AI. 

Health Insurance Portability and Accountability Act (HIPAA): The healthcare industry has strict 
requirements on the accessibility and sharing of personal health information (PHI) and 
personally identifiable information (PII). Pointedly, when the Health Insurance Portability and 
Accountability Act of 1996 became law in August of 1996, it provided standards for the 
exchange of health information. Targeting privacy and security HIPAA has become an industry 
standard, accelerated by the proliferation of EMRs. The applicability of HIPAA standards and 
requirements extends beyond healthcare, as the financial sector also handles customers’ PII and 
PHI and must adhere to HIPAA standards. (U.S. Department of Health & Human Services [HHS], 
n.d.a) and (HHS, n.d.b). 
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National Artificial Intelligence Initiative Act (NAIIA) of 2020: The United States Government 
signed into law the NAIIA in 2020 with the goal to advance collaboration, establish guidelines, 
develop a risk mitigation framework for the deployment of AI systems and support overall 
trustworthiness of AI systems. Specifically, the law directs the NIST to play a critical role in 
developing standards and guidelines for the prudent, safe, and effective use of AI (NIST, n.d.b). 
Through this effort, the NIST has developed the NIST AI RMF, to support the increase of 
transparency and trustworthiness in the development of AI systems (NIST, n.d.c) and (U.S. 
Congress, 2020). 

White House AI Action Plan and Executive Orders: The signing of Executive Orders in support of 
the White House’s AI Action Plan (“Action Plan”) provide additional guidance for the 
development, implementation, and use of AI in the United States. Specifically, the Action Plan 
calls for building high-quality datasets as a “national strategic asset” and directs the National 
Science and Technology Council (NSTC) Machine Learning and AI Subcommittee to recommend 
data quality standards. The Action Plan further recommends policies to address AI 
interpretability and system control. Specifically, it directs NIST, along with the Department of 
Commerce, Department of Energy, and the National Science Foundation, to publish guidelines 
and develop “the science of measuring and evaluating AI models…” to support the assessment 
of AI system performance and reliability. The recent publication of the Action Plan allows for 
insight into how novel guidance and policy recommendations will impact the financial sector. 
Even without explicit guidance for financial institutions, we can infer correlating efforts such as 
the need for data quality standards and increased explainability and interpretability of AI 
systems (The White House, 2025). 

Regulatory guidance and expectations will continue to be introduced and codified through 
legislative actions, both in the United States and abroad. These regulations and guidance are 
not comprehensive, rather, they highlight the emerging trend of regulatory expectations being 
established to promote the safe, responsible, and accelerated adoption of AI. As demand for AI 
increases, we can expect additional, more granular state-level, federal, and global regulatory 
requirements to follow, which will have direct implications for the financial sector. 

Outlook and Considerations 

The successful adoption of DNLs across the financial sector will depend on several key 
components. Continued research, industry collaboration, and regulatory engagement. As AI 
capabilities continue to evolve, firms must remain nimble in adapting governance frameworks 
while maintaining a focus on transparency, accountability, and interoperability. Sector wide 
standards and collaboration, clear regulatory guidance, and active engagement with third-party 
vendors will be imperative to scaling AI responsibly. Collaboration between financial institutions, 
technology providers, and regulators should focus on alignment with codified governance 



20 
 

frameworks and refining DNL standards. Furthermore, DNLs must remain flexible to 
accommodate new capabilities, including synthetic data. 

As synthetic data becomes more prevalent with AI development, future iterations of DNLs 
should incorporate standardized components to support transparency and explainability. 
Synthetic data is increasingly used to supplement or replace actual datasets in development and 
testing, but its quality and impact must be assessed to maintain confidence. The evaluation of 
synthetic data quality cannot be a one time or static activity. It requires continuous testing to 
ensure fidelity, utility, and alignment with intended use cases (Financial Conduct Authority 
[FCA], 2025).  

Future DNL frameworks should consider the inclusion of standards for documenting generation 
methods, performance benchmarking results, and Train-Synthetic-Test-Real (TSTR) evaluations. 
The TSTR evaluation can help AI developers understand the quality of the synthetic data and 
how well it aligns with the performance of the model using real data (Financial Conduct 
Authority [FCA], 2025). 

Beyond the continued research for the use of synthetic data, there are several other 
components that will support the proliferation of DNLs across the sector. 

• Continued Research and Development: Ongoing refinement of the DNL framework and 
adaptation to emerging technologies and capabilities is essential for addressing the 
complexities of the financial sector. 

• Industry Standards and Collaboration: Drive interoperability and partnerships across the 
public and private sectors, leveraging lessons from other industries such as healthcare. 
Ensuring the inclusion of practitioners, legal experts, regulatory agencies, and financial 
sector leaders. 

• Third-Party Vendor Engagement: Maintain collaboration with vendors providing AI 
capabilities to promote transparency and responsible partnerships. 

• Regulatory Backing and Incentives: Regulators and legislators will play a critical role in 
establishing clear guidance for the responsible use of AI. Securing regulatory support can 
significantly accelerate adoption by financial institutions. 

By continuing to research, collaborate, and iterate on the DNLs, the framework can support the 
financial sector’s goal of leveraging new and emerging AI capabilities in a prudent and 
responsible manner. 

Conclusion 
The implementation of DNLs in the financial sector represents an ongoing evolution toward 
greater transparency, accountability, and trustworthiness in AI. Drawing inspiration from the 
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familiar food nutrition label, DNLs provide a practical approach to improving the understanding 
of the data underpinning AI systems. DNLs can also help reduce concerns surrounding the 
“black box” perception that has sometimes hindered stakeholder adoption of AI. The proposed 
two-tiered approach recognizes the diverse levels of data management maturity and varying 
use case risk across the financial sector. This structure promotes the broader adoption of AI 
while supporting the development of more advanced governance and risk mitigation 
capabilities over time. 

Ultimately, the successful adoption of DNLs will require sector buy-in, clearly defined roles and 
responsibilities, consistent standards, and careful consideration of consequences. This approach 
can support a firm’s risk mitigation and assessment of data, ultimately helping to safeguard 
consumers and support the continued AI adoption journey in the financial sector. 
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